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Question 1: 

An organization conducted a web application vulnerability assessment against the 

corporate website, and the following output was observed: 

 

Which of the following tuning recommendations should the security analyst share? 

A. Set an HttpOnlvflaq to force communication by HTTPS 

B. Block requests without an X-Frame-Options header 

C. Configure an Access-Control-Allow-Origin header to authorized domains 

D. Disable the cross-origin resource sharing header 

 

Correct Answer: C 
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Question 2: 

A security analyst notices the following proxy log entries: 

 

Which of the following is the user attempting to do based on the log entries? 

A. Use a DoS attack on external hosts. 

B. Exfiltrate data. 

C. Scan the network. 

D. Relay email. 

 

Correct Answer: D 

Based on the provided log entries, the user is attempting to relay email. This can be 

inferred from the log entries that show attempts to establish connections to external IP 

addresses on port 25, which is the default port for SMTP (Simple Mail Transfer Protocol) 

used for email transmission. 

 

Question 3: 

An organization wants to consolidate a number of security technologies throughout the 

organization and standardize a workflow for identifying security issues prioritizing the 

severity and automating a response Which of the following would best meet the 

organization\'s needs\'? 

A. MaaS 

B. SIEM 

C. SOAR 

D. CI/CD 

 

Correct Answer: C 



A security orchestration, automation, and response (SOAR) system is a solution that 

combines various security technologies and workflows to identify security issues, prioritize 

their severity, and automate a response. A SOAR system can help an organization 

consolidate its security tools and processes and standardize its workflow for incident 

response. The other options are not relevant or comprehensive for this purpose. CompTIA 

Cybersecurity Analyst (CySA+) Certification Exam Objectives (CS0-002), page 15; 

https://www.gartner.com/en/informationtechnology/glossary/security-orchestration-autom

ation-and-response-soar 

 

Question 4: 

Which of the following is the best metric for an organization to focus on given recent 

investments in SIEM, SOAR, and a ticketing system? 

A. Mean time to detect 

B. Number of exploits by tactic 

C. Alert volume 

D. Quantity of intrusion attempts 

 

Correct Answer: A 

Mean time to detect (MTTD) is the best metric for an organization to focus on given recent 

investments in SIEM, SOAR, and a ticketing system. MTTD is a metric that measures how 

long it takes to detect a security incident or threat from the time it occurs. MTTD can be 

improved by using tools and processes that can collect, correlate, analyze, and alert on 

security data from various sources. SIEM, SOAR, and ticketing systems are examples of 

such tools and processes that can help reduce MTTD and enhance security operations. 

Official 

https://www.eccouncil.org/cybersecurityexchange/threat-intelligence/cyber-kill-chain-seve

n-steps-cyberattack 

 

Question 5: 

Which of the following best explains the importance of communicating with staff regarding 

the official public communication plan related to incidents impacting the organization? 

A. To establish what information is allowed to be released by designated employees 

B. To designate an external public relations firm to represent the organization 

C. To ensure that all news media outlets are informed at the same time 

D. To define how each employee will be contacted after an event occurs 



 

Correct Answer: A 

Communicating with staff about the official public communication plan is important to avoid 

unauthorized or inaccurate disclosure of information that could harm the organization\'s 

reputation, security, or legal obligations. It also helps to ensure consistency and clarity of 

the messages delivered to the public and other stakeholders. 

https://resources.sei.cmu.edu/asset_files/Handbook/2021_002_001_651819.pdf 

 

Question 6: 

An analyst received an alert regarding an application spawning a suspicious command 

shell process Upon further investigation, the analyst observes the following registry change 

occurring immediately after the suspicious event: 

 

Which of the following was the suspicious event able to accomplish? 

A. Impair defenses. 

B. Establish persistence. 

C. Bypass file access controls. 

D. Implement beaconing. 

 

Correct Answer: A 

 

Question 7: 

Which of the following is the first step that should be performed when establishing a 

disaster recovery plan? 

A. Agree on the goals and objectives of the plan 

B. Determine the site to be used during a disaster 

C. Demonstrate adherence to a standard disaster recovery process 

D. Identity applications to be run during a disaster 

 

Correct Answer: A 

The first step that should be performed when establishing a disaster recovery plan is to 

agree on the goals and objectives of the plan. The goals and objectives of the plan should 



define what the plan aims to achieve, such as minimizing downtime, restoring critical 

functions, ensuring data integrity, or meeting compliance requirements. The goals and 

objectives of the plan should also be aligned with the business needs and priorities of the 

organization and be measurable and achievable. 

 

Question 8: 

SIMULATION You are a cybersecurity analyst tasked with interpreting scan data from 

Company As servers You must verify the requirements are being met for all of the servers 

and recommend changes if you find they are not The company\'s hardening guidelines 

indicate the following: 

1. 

TLS 1 2 is the only version of TLS running. 

2. 

Apache 2.4.18 or greater should be used. 

3. 

Only default ports should be used. 

INSTRUCTIONS 

using the supplied data. record the status of compliance With the company\'s guidelines for 

each server. 

The question contains two parts: make sure you complete Part 1 and Part 2. Make 

recommendations for Issues based ONLY on the hardening guidelines provided. 

Part 1: AppServ1: 



 



AppServ2: 

 

AppServ3: 



 

AppServ4: 



 

Part 2: 

 



 

A. See the solution below in Explanation. 

B. PlaceHoder 

C. PlaceHoder 

D. PlaceHoder 

 

Correct Answer: A 

Part 1: 



 

Part 2: 

Based on the compliance report, I recommend the following changes for each server: 

AppServ1: No changes are needed for this server. AppServ2: Disable or upgrade TLS 1.0 

and TLS 1.1 to TLS 1.2 on this server to ensure secure encryption and communication 

between clients and the server. Update Apache from version 2.4.17 to version 2.4.18 or 

greater on this server to fix any potential vulnerabilities or bugs. AppServ3: Downgrade 

Apache from version 2.4.19 to version 2.4.18 or lower on this server to ensure compatibility 

and stability with the company\'s applications and policies. Change the port number from 

8080 to either port 80 (for HTTP) or port 443 (for HTTPS) on this server to follow the default 

port convention and avoid any confusion or conflicts with other services. AppServ4: Update 

Apache from version 2.4.16 to version 2.4.18 or greater on this server to fix any potential 

vulnerabilities or bugs. Change the port number from 8443 to either port 80 (for HTTP) or 



port 443 (for HTTPS) on this server to follow the default port convention and avoid any 

confusion or conflicts with other services. 

 

Question 9: 

A security analyst discovers a standard user has unauthorized access to the command 

prompt, PowerShell, and other system utilities. Which of the following is the BEST action 

for the security analyst to take? 

A. Disable the appropriate settings in the administrative template of the Group Policy. 

B. Use AppLocker to create a set of whitelist and blacklist rules specific to group 

membership. 

C. Modify the registry keys that correlate with the access settings for the System32 

directory. 

D. Remove the user\'s permissions from the various system executables. 

 

Correct Answer: B 

AppLocker: This is a Windows feature that allows administrators to control which 

applications and files users can run. By creating a set of whitelist (allowed applications) 

and blacklist (blocked applications) rules specific to group membership, the security 

analyst can effectively control access to the command prompt, PowerShell, and other 

system utilities based on the user\'s group membership. This provides a flexible and 

manageable solution to restrict unauthorized access. 

 

Question 10: 

An email hosting provider added a new data center with new public IP addresses. Which of 

the following most likely needs to be updated to ensure emails from the new data center do 

not get blocked by spam filters? 

A. DKIM 

B. SPF 

C. SMTP 

D. DMARC 

 

Correct Answer: B 

SPF (Sender Policy Framework) is a DNS TXT record that lists authorized sending IP 

addresses for a given domain. If an email hosting provider added a new data center with 

new public IP addresses, the SPF record needs to be updated to include those new IP 



addresses, otherwise the emails from the new data center may fail SPF checks and get 

blocked by spam filters References: 

1: Use DMARC to validate email, setup steps 

2: How to set up SPF, DKIM and DMARC: other mail and hosting providers providers 

3: Set up SPF, DKIM, or DMARC records for my hosting email 

 

Question 11: 

An organization has the following risk mitigation policies 

1. 

Risks without compensating controls will be mitigated first it the nsk value is greater than 

$50,000 

2. 

Other nsk mitigation will be pnontized based on risk value. 

The following risks have been identified: Which of the following is the ordei of priority for 

risk mitigation from highest to lowest? 

 

A. A, C, D, B 

B. B, C, D, A 

C. C, B, A, D 

D. C. D, A, B 

E. D, C, B, A 

 

Correct Answer: C 

The order of priority for risk mitigation from highest to lowest is C, B, A, D. This order is 

based on applying the risk mitigation policies of the organization. According to the first 

policy, risks without compensating controls will be mitigated first if the risk value is greater 

than $50,000. Risk C has no compensating controls and a risk value of $75,000, so it is the 

highest priority. Risk B also has no compensating controls, but a risk value of $40,000, so it 

is the second priority. According to the second policy, other risk mitigation will be prioritized 

based on risk value. Risk A has a risk value of $60,000 and a compensating control of 



encryption, so it is the third priority. Risk D has a risk value of $50,000 and a compensating 

control of backup power supply, so it is the lowest priority. 

 

Question 12: 

Security awareness and compliance programs are most effective at reducing the likelihood 

and impact of attacks from: 

A. advanced persistent threats. 

B. corporate spies. 

C. hacktivists. 

D. insider threats. 

 

Correct Answer: D 

 

Question 13: 

Which of following would best mitigate the effects of a new ransomware attack that was not 

properly stopped by the company antivirus? 

A. Install a firewall. 

B. Implement vulnerability management. 

C. Deploy sandboxing. 

D. Update the application blocklist. 

 

Correct Answer: C 

Sandboxing is a technique that isolates potentially malicious programs or files in a 

controlled environment, preventing them from affecting the rest of the system. It can help 

mitigate the effects of a new ransomware attack by preventing it from encrypting or deleting 

important data or spreading to other devices. References: CompTIA CySA+ Study Guide: 

S0-003, 3rd Edition, Chapter 5, page 202; CompTIA CySA+ CS0-003 Certification Study 

Guide, Chapter 5, page 210. 

Question 14: 

A security analyst reviews the following results of a Nikto scan: 



 

Which of the following should the security administrator investigate next? 

A. tiki 

B. phpList 

C. shtml.exe 

D. sshome 

 

Correct Answer: C 

The security administrator should investigate shtml.exe next, as it is a potential 

vulnerability that allows remote code execution on the web server. Nikto scan results 

indicate that the web server is running Apache on Windows, and that the shtml.exe file is 

accessible in the /scripts/ directory. This file is part of the Server Side Includes (SSI) 

feature, which allows dynamic content generation on web pages. However, if the SSI 

feature is not configured properly, it can allow attackers to execute arbitrary commands on 

the web server by injecting malicious code into the URL or the web page12. Therefore, the 

security administrator should check the SSI configuration and permissions, and remove or 

disable the shtml.exe file if it is not needed. References: Nikto-Penetration testing. 

Introduction, Web application scanning with Nikto 

 

Question 15: 

During the log analysis phase, the following suspicious command is detected 



 

Which of the following is being attempted? 

A. Buffer overflow 

B. RCE 

C. ICMP tunneling 

D. Smurf attack 

 

Correct Answer: B 

RCE stands for remote code execution, which is a type of attack that allows an attacker to 

execute arbitrary commands on a target system. The suspicious command in the question 

is an example of RCE, as it tries to download and execute a malicious file from a remote 

server using the wget and chmod commands. A buffer overflow is a type of vulnerability 

that occurs when a program writes more data to a memory buffer than it can hold, 

potentially overwriting other memory locations and corrupting the program\'s execution. 

ICMP tunneling is a technique that uses ICMP packets to encapsulate and transmit data 

that would normally be blocked by firewalls or filters. A smurf attack is a type of DDoS 

attack that floods a network with ICMP echo requests, causing all devices on the network 

to reply and generate a large amount of traffic. Verified References: What Is Buffer 

Overflow? Attacks, Types and Vulnerabilities - Fortinet1, What Is a Smurf Attack? Smurf 

DDoS Attack | Fortinet2, exploit - Interpreting CVE ratings: Buffer Overflow vs. Denial 

of ...3 
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